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ABSTRACT

In general, fragmented files without signatures and file meta-information are difficult to recover. Multimedia files, in
particular, are highly fragmented and have high entropy, making it almost impossible to recover with signature-based carving
at present. To solve this problem, research on fragmented files is underway, but research on multimedia files is lacking.
This paper is a study that classifies the types of fragmented multimedia files without signature and file meta-information.
Extracts the characteristic values of each file type through the frequency differences of specific byte values according to the
file type, and presents a method of designing the corresponding Gray-Scale table and classifying the file types of a total of
four multimedia types, JPG, PNG, H.264 and WAV, using the CNN (Convolutional Natural Networks) model. It is expected
that this paper will promote the study of classification of fragmented file types without signature and file meta-information,
thereby increasing the possibility of recovery of various files.

Keywords: CNN, Digital Forensics, Data Fragment Classification

Received(02. 03. 2020), Modified(04. 09. 2020), This work has selected for award at the 2019
Accepted(04. 09. 2020) Digital Forensics Idea / Thesis Contest
R = TSIl SRR R el —Xr%?"ﬁ adminstered by Ministry of Culture, Sports
20199 TR EeA] ofolr]e] /=it FRA A FAF=ES t FA12}, hho7735@gmail.com
2 AAE =S A 1okt =) °J‘4E}. ¥ WA} jehyun9027 @gmail .com(Corresponding author)



190 nle]E e Gray-Scaledts 53 SignatureZt £A3HA 9= HEvite] vlold 27 34 B4 7 A7

.M 2

E— =9 TAZ I #H oA 111 7] 7,
. 9 F7ke] Gray-Scale HlolE ¥4, V. ¥
E] Itje] dlelg] skl =7 gl elg] #7/, VI 2
ol 3l 71&38h £ =g vl
gd =717 & Hejure] sile] B4 mhele]
st AL 7lsAe] 29, Signaturet It
o dedmr) gl sty g 49 5771 9
T AAelt}. o]#d TAE dAsr] &A= HA
35l Thde] Tl ElglE Ao R A3l FRS|
of 3t B =rolAde JPG, PNG, H.264,
WAV = 4714 dlx4 <] Helnjr]e] stde] gl €}

& BRSHE e AN

L
—%
PI
—{J
o
g

‘l

s 2
7]'7‘]1 = ﬁ}"—i el BE e

o)

A

1o

{‘]\__
3 ‘F ol AkA|® mhdol] it wtd wE}

A
w7k gl A Agele A F R Agew o
Folzich A WA= A 9 AR AxE

A
stedo] AHAlEl 5 sl wEp I} dlof 9] 7§l

start for recover deleted files

Checking the file
meta information of
the file system
No file meta informatior

File Meta Information Existence

(ex. RAM-Slack Carving, File Structure Carving)

Check data Not fragmented
fragmentation
Fragmentation

Identifying the file types
of non-signature
file fragments.

‘ Recovering Deleted Files Using the Carving Technique ‘

Unidentifiable

Identifiable]

High
recoverability

Low File Recovery
recoverability Successfully
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Name Yalue
» struct PNG_SIGNATURE sig
struct PNG_CHUMNK chunk(0] IHDR (Critical. Public, Unsafe to Copy)
struct PNG_CHUME chunkl1] sAGE (Ancillary, Public, Unsafe to Copy)
struct PNG_CHUME chunk[2] gakdA (Ancillary, Public, Unsate to Copy)
struct PNG_CHUME chunk[3] pH¥s {ancillary, Public, Safe to Copy)
struct PNG_CHURK chunk[4] IDAT (Critical, Public, Unsafe to Copy)
struct PNG_CHUME chunk[R] IDAT (Critical, Public, Unsafe to Copy)
struct PNG_CHUMNK chunk[B] IEND (Critical. Public. Unsafe to Copy)

Fig. 4. PNG File Structure

Name Value
~ struct JPGFILE jpafile
enurm M_ID S0IMarker
struct APPO appl
struct APPZ app?
struct DQT dgt[0]
struct DQT dat[1]
struct SOFx sofl
struct DHT dht[0]
struct DHT dht[1]
struct DHT dht[2]
struct DHT dht[3]
struct SOS scanStart
char scanData[85634]
enurm M_ID EQIMarker

M_301 (FFD8h)

M_EQI (FFD3h)

Fig. 5. JPG File Structure
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Fig. 6. MP4 File Structure

Name Value
struct WAVRIFFHEADER header
struct FORMATCHUME format
struct DATACHUNE. data

W

Fig. 7. WAV File Structure
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Table 1. Features and Freguency of each file type

File Type Feature 1 Feature 2 Feature 3 Feature 4 Feature 5
(Frequency) (Frequency) (Frequency) (Frequency) (Frequency)

JPG 0x00(33.26) 0x20(24.72) 0x92(21.94) 0x24(21.62) 0x4A(20.52)
PNG 0x00(31.08) 0x10(25.30) 0x08(24.49) 0x18(22.69) 0xEF(21.00)
H.264 0x00(19.53) 0xFF(16.89) 0x01(16.48) 0xFE(16.37) 0xFD(16.23)
WAV 0x00(177.16) 0xFF(143.09) 0xFE(93.43) 0x01(90.23) 0x02(77.85)
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Table 4. Results of each file type classification

Accuracy Precision Detail False Positive
JPG 86.31% 95.97% H.264(6.85%), PNG(6.0%), WAV(0.84%)
PNG 87.04% 91.33% H.264(12%), JPG(0.96%), WAV(0.0%)
H.264 97.94% 83.36% JPG(1.05%), PNG(1.01%), WAV (0.0%)
WAV 96.45% 99.17% JPG(1.61%), PNG(1.25%), H.264(0.69%)
kY 91.93% 92.45%
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